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1. Introduction 

I started working with Enterprise Resource Planning (ERP) systems in 2003. Most well-

known ERP products are SAP’s, Oracle’s and Microsoft’s systems. I spent most of this time 

with Microsoft’s ERP for big-sized, international companies. The name of the product was 

changing from Microsoft Business Solutions Axapta to Microsoft Dynamics AX and the 

most recent version is now called Microsoft Dynamics 365 for Finance and Operations. This 

is a very long name so I will use the commonly used short names, D365F&O or just AX. I 

have done technical and business consultancy work. As a business consultant, I helped teams 

mostly at sales, procurement, manufacturing and warehousing departments to learn how to 

use the system, created functional design documents based on their processes, helped in data 

migration and supported them after go-live. In an ERP implementation or upgrade project, 

you always have a special date on which users start to do their daily work the first time in 

the new system. This special date is called the go-live date. The rest of the time I was working 

as a technical solutions architect and developer of the system, and I do it to this day. A 

strength of AX was that it was easy to modify its standard functionality to fit the customers’ 

needs. If a business process of a customer is different than how it works in the standard (non-

customized) AX, a business consultant usually creates a functional design document where 

he or she describes what should AX do differently to fit the process. After that, a technical 

developer could easily customize the code written by Microsoft to modify the standard 

behaviour. Later I will talk about its disadvantages, but this was one of the main selling 

points of AX.  

Nowadays in Europe where I have most of my projects almost all enterprises already have 

an ERP system. Sometimes their system is an earlier version of the same product and they 

would like to upgrade it to the newest version.  

I was fortunate enough to play a key role in upgrade projects and work in international teams 

that are in different places and collaborate remotely. 

I am currently working on upgrading AX to the newest version for JJ Food Service Limited., 

a food wholesaler in United Kingdom. This will be of interest in several ways, from which 

I would like to concentrate on two things in this thesis: 

- Migrating the ERP system into the cloud. 

- Remove customizations and start to use standard functionality where possible 

I find this topic so interesting that I decided to write about it. I am going to describe 

integrated enterprise management systems in general. Introducing Microsoft Dynamics AX, 
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a new version of which has been named Microsoft Dynamics 365 for Finance and 

Operations. I will explain the steps of an upgrade, the fundamentals of cloud computing and 

I will also explain how customizations are made and why do we want to remove them where 

possible. To support the upgrade, I reviewed the professional literature, collected the 

possible advantages and disadvantages of moving to the cloud. Using risk assessment matrix 

techniques, I highlighted the possible issues that we should prepare for and tackle if possible. 

JJ Food Service Limited is UK's leading food wholesaler. Most of the sales are Business to 

Business. Customers can purchase food and beverages online, via phone or personally at the 

counter from one of the branches in UK. They can collect their orders, or the goods can be 

delivered to them. JJ implemented AX in 2004 and upgraded it every time when there was a 

main version change. This will happen now also, but the topics I decided to examine never 

happened before. This is the first time we try to get rid of customizations that could be 

replaced by standard functionality and this is the time to migrate the ERP system to the 

cloud. The reason why this did not happen before is mainly the evolution of the software. 

There was no cloud version of AX before and many of the functionality we developed by 

customizations were missing from the standard product, but now they are part of it. The 

literature used is user manuals and other system documents, as well as materials I have 

acquired during my college and university studies and during working with AX. 
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2. Introduction of JJ Food Service Ltd. 

JJ Food Service is a UK based food and beverage wholesale company. In Hungary I could 

compare their activities to METRO Kereskedelmi Kft. . Customers are mainly restaurants, 

pubs, hotels but schools and universities also and over a certain purchase value limit, 

individuals can also shop. The company was founded in 1988 by Mustafa Kiamil and is still 

privately owned. Mustafa still manages the company, with the support of his son, Rifat 

Kiamil and with Mushtaque Ahmed, Chief Operations Officer, who is the external consultant 

of this thesis. The company sells and delivers fresh, chilled and frozen products. We also 

have our own branded products. You can buy in person, on phone (telesales), online or 

through a mobile application. Products can be picked by the customers from one of the 11 

branches across UK or they can be delivered to the customers. The company is 

technologically very advanced. IoT, machine learning, cognitive analyzis and other solutions 

are currently in use and integrated with their ERP system.  

 

Figure 1.  E-commerce site of JJ Food Service Limited (own editing) 

Serious energies are invested in the quick response of the e-commerce website and more 

than 60% of the sale is already made through jjfoodservice.com and the mobile app.  
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Figure 2.  Mobile app of JJ Food Service Limited (JJ, 2019) 

The headquarters is in Enfield, in the immediate vicinity of London. Other branches are in 

Aston, Basingstoke, Bristol, Dagenham, Leicester, Newcastle, Doncaster, Leeds, 

Manchester and Sidcup.  
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Figure 3.  JJ Food Service branches (JJ, 2019) 

More than 800 employees work for the success of the company. The management places 

great emphasis on IT solutions and through them on the customer experience. Microsoft also 

recognized JJ and regularly invites to hold presentations on their conferences worldwide. 

Prospective Microsoft customers visit JJ branches regularly to see how digital transformation 

is going and how does it help the company. ”Since the start of the business, JJ has won an 

array of prestigious awards and accolades – in 2015, it scooped the Microsoft Big Data & 

Insights Award and was listed in the Sunday Times Top Track 250 as one of the UK`s fastest 

growing SMEs. In 2016, the business won the Grocer`s Technology Supplier of the Year 

Award.” (JJ, 2015) Annual reports and financial statements that are publicly available, and 

I downloaded to show that the financial situation is stable, but because of the current 

economic uncertainties including Brexit, the profit decreased. The directors, Mustafa and 

Rifat Kiamil considered the financial position to be satisfactory in the most recent statement.  

 

Figure 4.  JJ Food Service Limited financial indicators 2013-2018 (own editing) 
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Figure 5.  JJ Food Service Limited financial indicators 2007-2012 (own editing) 

JJ Food Service is using Microsoft Dynamics AX 2012 ERP. They implemented AX version 

3.0 more than 15 years ago, upgraded it to 4.0, AX 2009, 2012 and 2012 R3 and now the 

upgrade to the newest version, Dynamics 365 for Finance and Operations is in progress.  
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3. The integrated systems 

3.1. Enterprise resource planning systems in general 

Nowadays, rapid changes in the market require significant changes in companies. The role 

of information has undoubtedly become crucial. The most important factor for the success 

of most businesses is the use of a modern set of information communication tools, i.e. an IT 

system with high quality and functionality. Multiple systems may be required to support 

different processes and tasks in companies. Most of the IT applications are designed to solve 

and support a task. The tasks, and accordingly the systems, are interrelated. If you need to 

establish and coordinate relationships between individual systems that are based on the 

different principles that apply to each company, then this involves a lot of work. Different 

systems require different professionals and users must learn different applications. Solution 

to these can be a unified system that, if possible, handles the tasks and problems together 

that occur in the life of any company: these are standard integrated (enterprise management) 

systems. Such systems are commonly referred to as Enterprise Resource Planning Systems 

in English or ERP. Common features based on the joint book of Tünde Tóth and Gábor 

Rozsnyai on Integrated Enterprise and Production Management Software: 

• Build on modules. 

• Interoperability between modules is fully guaranteed. 

• All data is only sent once at the point of occurrence. 

• Single database. 

• Significant number of users can use simultaneously, from geographically different 

locations or in different languages. 

• Provide a wide range of query options. 

• Implement internal and external accounting. 

• Provide the same, current business information automatically, everywhere. 

(Rozsnyai-Tóth,2001) 

3.2. Definition of Enterprise Resource Planning System 

To define the Enterprise Resource Planning System (ERP) Tünde Tóth and Gábor Rozsnyai 

start from the definition of words in their joint book on Integrated Enterprise and Production 

Management Software. 

System: Converts a set of inputs to a specified set of outputs. The system is a set of all input 

and output elements in such a mutual context. The system can be divided into subsystems 
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and connections between subsystems. A subsystem also has an input and output side, most 

of the output of one subsystem is the input of the other subsystem, and a system input can 

be the output of another system. 

Information System: A system whose main tasks are: 

• collection of information 

• storage 

• grouping 

• representation 

Enterprise Information System is an information system that provides information about 

the company's various activities and stores information from activities. The enterprise 

information system is more than a database that can be updated by the user and can be 

queried based on various aspects. They have a function through a variety of procedures, the 

specific knowledge and experience used in the development process. 

Enterprise Resource Planning System: The integrated word implies that the functions of 

a company's various activities can be found within a system and that the modules that 

implement the functions are linked to each other on a single data surface and to the central 

database. In an integrated system, when a business event occurs, the relevant information is 

instantly accessible to all affected points of the enterprise database. This prevents multiple 

(redundant) data storage and optimizes processes. (Rozsnyai-Tóth, 2001) 

József Hetyei gives the following definition: an integrated corporate governance information 

system refers to a single information system that implements all the processing of a 

company. Thus, such systems generally provide for enterprise-wide integration. (Hetyei, 

1999) 

Microsoft definition is the following: “Enterprise Resource Planning (ERP) refers to the 

systems organizations use to manage core business functions. Generally, it consists of a set 

of integrated business functions that automate many back-office processes, such as 

procurement, inventory management, or assembly. By leveraging one central database, 

organizations can gain a real-time view across their operations. An effective ERP system 

allows an organization to analyze production data, resulting in more streamlined processes 

and greater efficiency.” (Microsoft, 2019b) 
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Figure 6.  ERP (Microsoft,2019b) 

3.3. Characteristics of an organization's ERP 

They are integrated, so one system covers most or all the company's activities and not 

separate systems. From this feature, the common information is quickly displayed and 

available. The system is flexible and geared to growth. Data is taken once at the point of 

emergence, eliminating the problem of multiple data storage, data redundancy. Financial 

events take immediate effect, such as paying a customer account, appearing immediately in 

the system and generating other financial events. These systems are real-time, i.e. the data is 

processed immediately by the system so that the database always reflects the current 

situation. On-line systems, features and data are always available at any time. The functions 

are grouped into modules, this structure makes the system more transparent, easier to use 

and develop. The modular design reflects the resolution of the business and functional areas. 

Customization is supported by the fact that some of the modules can work independently, so 

the customer can choose which modules he needs to avoid spending huge amount of money 

on unused features. These systems use a repository. This means that the data is stored in a 

single database in a single format. Every part of the system reaches this database, modifies 

it, retrieves the data, or stores the same type of data here. For example, it results in the date 

and time information being stored in the same system in the same format. The various 

functions can use the entire repository, not just the data maintained by that function. An 

example of this is the fact that we can count on deliveries or quantities under construction 
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when creating a new customer order as the information is also available not only the on-hand 

inventory. This is commonly referred to as transparency in the system. (Rozsnyai-Tóth, 

2001) 

3.4. Tasks of an organization's ERP 

These systems are developed to provide comprehensive support for the company's business 

processes. Their goal is to process business transactions, promote resource planning, provide 

managers with the information they need to analyze and make decisions at different levels. 

They are effective in supporting the day-to-day operation of the company (invoicing, general 

ledger, stock inventory, etc.) and help in strategic planning to create a competitive advantage 

over competitors. So, they have a long and short-term goal at the company. 

3.5. Modular design 

The modules cover a series of corporate activities. These activities are interrelated in the 

operation of the company, which means that each module is also connected. Mostly, it can 

be interpreted as a system, a group of functions that implement functions and functions 

associated with various corporate activities. Previously, the modules were individually 

functional, and the buyer only had to purchase the module needed for it, but today it is less 

and less true. The strength of the ERP systems is just between the modules. the integration 

of the system. 

The following modules are typical for such a system: 

• Manufacturing module 

• Project Management 

• Distribution and logistics 

• Transportation 

• Finance - Accounting 

• Leadership Decision Support (Controlling) 

• Quality assurance 

• Human Resource Management 

• Etc. 

The Distribution and Logistics module includes sales, procurement management, contract 

management, inventory and warehouse management, multi-level item management and 

tracking. The Finance module manages general ledger accounting, customer accounts, 

vendor accounts, cash flow, tangible assets, cost allocation, budgeting, and financial 
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reporting. The two modules are closely related. If a customer order is created, delivered or 

invoiced (distribution and logistics module), it will immediately appear in the financial 

module. (Rozsnyai-Tóth, 2001) 

3.6. The development environment 

Requirements for enterprise information systems are growing as the user needs grow. 

Satisfying increasingly complex needs can only be met if the system can be developed 

individually (even at user level). Therefore, complex and advanced ERP systems all include 

development tools. They are usually part of the integrated system, in the form of separate 

modules. Development tools are always based on some development language (e.g. SAP - 

ABAP/4, AX - X ++), which makes it easier to implement different custom functions than 

in some high - level programming language. The development tools occupy a special place 

within the system, as they do not have corporate management functionality, but they include 

the tools that can change the current operation of the system, add new functionalities or 

modify the existing ones. 

3.7. Future challenges, trends 

Based on my experience there is hardly any large companies that do not have an ERP system, 

but there is a lot of potential in cloud technologies and cloud-based services. Companies 

could do much better if they implement artificial intelligence, cognitive analyzis, machine 

learning, augmented reality, internet of things and similar technologies which most of the 

time use cloud-based services. An example is the personalized product recommendation on 

the e-commerce portal of JJ which based on their statistics, increased the basket size by half 

percent which roughly meant 500000 Pounds extra sale in this situation. Another thing I 

experienced is that potential cloud ERP users are still afraid of cloud especially in Hungary, 

but it will change soon in my opinion. I have just heard in the news yesterday (26. October 

2019) that Microsoft has won $10bn cloud computing contract from Pentagon.  
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4. Introduction to Microsoft Dynamics AX and Dynamics 365 F&O 

Microsoft combined CRM and ERP is AX is an integrated Enterprise Management system 

for mid-sized to large companies. Flexible IT solutions based on modern IT technology, 

robust standard functionality. It is easy to customize, to follow complex and unique 

processes. It can efficiently serve many concurrent users. Fully open to communicate with 

other software including cloud-based services like machine learning, cognitive analyzis and 

much more. New versions are based on international experiences: new features are added to 

the system based on user feedback from different countries. In each country, a localized 

version that meets local legal requirements and user needs is developed and different 

functionality including localizations can be used in the same system at the same time at the 

different sites of the enterprise. During the implementation, the system is customized, which 

means that functions tailored to the specific needs of the client are implemented. 

The main directions of AX have been from the beginning: 

• Microsoft User Interface 

• International system 

• Object orientation 

In March 1998, Axapta 1.0 was released in the United States and Denmark. An international 

system with the following modules: Finance, Commerce, Warehouse Management, 

Logistics and Production. It was developed by a Danish company called Damgaard. 

In September 1998, Axapta 1.5 was released, and this version was available in more 

countries now. 1999 Axapta 2.0, project module was added. One year later Axapta 2.1 and 

in the last month of the same year Axapta 2.5. In 2002. This is the year when Microsoft 

bought the solution and version 2.5 was already a Microsoft product. Axapta 3.0 was 

released, under Microsoft Business Solutions – Axapta with improved development 

environment. The ability to easily and quickly customize standard code to fit the processes 

of the company instead of having to modify how the company operates because of the ERP 

was the main selling point of the product. Later the name changed to Microsoft Dynamics 

AX 3.0.  

 

In 2006 version 4.0 was released. It was called Microsoft Dynamics AX 4.0 

• Application integration framework 

• Enforcing developer best practice to improve the quality of customizations made by 

resellers and customers 
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In 2008 Microsoft Dynamics AX 2009 

• Close integration with Excel 

• Workflow functionality 

• Task recorder tool to help documentation 

• Multiple time zone support 

• Create multiple sites within a company 

 

In 2011 Microsoft Dynamics AX 2012 

• Enhanced and redesigned security  

• Closer integration of Microsoft SQL Server Reporting Services 

• Enhanced integration 

• Parts of the customizations are now in Visual Studio 

• Implement new record id-based key and table relation concept for better database 

performance and size 

 

 

Figure 7.  Microsoft Dynamics AX 2012 client - Windows exe (own editing) 
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In 2016 Microsoft Dynamics 365 for Finance and Operations (the name was changing a few 

times from AX7 to just simply Microsoft Dynamics AX before this name) 

• Cloud SaaS 

• Browser/mobile client  

• Visual Studio as a developer environment 

 

Figure 8.  Microsoft Dynamics 365 for Finance and operations client - web browser (own editing) 

4.1. Industry focus 

Industry-specific focus is on retail, manufacturing, public sector, distribution and service 

industries. 
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Figure 9.  Supported operational workload for different industries (Microsoft, 2019a) 

Manufacturing 

• production control 

• master planning 

• process manufacturing 

• discrete manufacturing 

• lean manufacturing 

• unified or mixed mode manufacturing 

 

Distribution 

• rich warehouse and transportation management  

• trucking and warehouse operations  

• picking through wireless devices 

• inventory management module  

• configure items and warehouses 

 

Retail 

• brick and mortar stores 
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• point-of-sale application 

• call centers 

• customer service and payment functionality 

• e-Commerce website 

 

Financial management 

• accounting,  

• financial reporting 

• analyzis 

 

Public sector 

• fund accounting 

• grants 

• advanced project accounting 

 

Services 

• advanced dispatching 

• subscriptions 

• project accounting 

 

Employee management 

• agile employee management system 

• employee recruitment and retention 

• benefits administration 

• training 

• performance reviews 

• change management 

4.2. Functionality 

Employee management 



 21  

 

4.3. Introduction to the development environment 

The development environment of Microsoft Dynamics AX is an integrated toolkit that 

includes various features such as design, editing, data storage, translation, and debugging in 

one environment.  

4.3.1. IntelliMorph 

IntelliMorph is the name of the technology that controls the user interface in Microsoft 

Dynamics AX. This controls how the application's functionality is presented to the users. 

The same functionality can be displayed on different platforms or devices using the same 

code, for example on the Web or on Mobile devices. IntelliMorph manages the layout of the 

user interface and makes the design/modification of forms, reports, and menus platform-

independent. IntelliMorph technology makes it easy to modify forms and reports. For 

example, it allows users to hide or display fields in a form. Individual users can safely and 

quickly rearrange the appearance of their forms without having to change anything in the 

AOT (Application Object Tree). Another example of IntelliMorph's operation is that if you 

change the language in the application, the forms and reports are automatically rearranged, 

the labels are resized. This is also true for Web-based forms. 

4.3.2. MorphX/Microsoft Visual Studio 

MorphX is a multipurpose development tool designed for ERP systems. This allows you to 

modify or add existing functionality to your system, manage business logic, and create a data 

model. Until version AX 2012 this was the main development environment of AX.  
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Figure 11.  MorphX Integrated Development Environment, AX2012 and before (own editing) 

In version Dynamics 365 for Finance and Operations, the developer environment completely 

shifted to Microsoft Visual Studio which is a very mature integrated developer environment 

(IDE) that serves more well-known and frequently used development languages like for 

example C#. and Visual Basic.  

 

Figure 12.  Visual Studio Integrated Development Environment, from D365F&O (own editing) 
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Development language of AX is called X++ which is close to C# but integrates an SQL like 

syntax too. 

4.3.3. Developer approach 

The developer approach changed drastically which is one reason why we decided to put 

efforts in standardization. Up to the new D365F&O version, there was an overlayering 

approach, which meant that we could replace Microsoft code with ours. When you 

overlayered some standard code, instead of the original code, the customized one is 

executed. Microsoft experienced a lot of issues with this approach and also realized that 

updates and upgrades are hard and costly because of this, mainly because when they change 

something in their code, customized code must be revised and merged so that it still works. 

From the newest version, the development approach is now an extension-based approach 

which means an additive way instead. You do not overwrite/hide/exclude standard code but 

extend it. This makes it easier to update the product or apply fixes. Microsoft now can send 

regular updates just like for Windows and they enforce the testing and application of them. 

4.3.4. Business logic 

For complex tasks, AX can use its own object-oriented program language, X ++. X ++ 

follows object-oriented programming paradigms, such as encapsulation, inheritance, classes, 

objects, and methods. The language has a syntax similar to Java and is extended with 

instructions similar to built-in SQL. In X ++ one can build forms, code, reports, and database 

manipulation instructions. Very few ERP systems have such a versatile tool if there is one 

such at all. The language drastically reduces the amount of code needed. Less code means 

fewer bugs, with shorter development time, and execution speed is excellent. 

4.3.5. Data Dictionary 

The Data Dictionary defines the structure of the AX database. It handles tables, fields, 

special data types and indexes used in the system. 

4.3.6. Database 

The database stores all the data that business logic generates. Microsoft Dynamics AX 2012 

and earlier versions are designed to use Microsoft SQL Server relational database 

management system while Microsoft Dynamics 365 for Finance and Operations cloud 

version that we upgrade to is for Microsoft Azure SQL.  



 24  

4.4. Technology 

4.4.1. Overview 

AX has a unique layer structure that allows to separate changes and updates from the 

standard code. The changes are stored in physically separate files or in AX 2012 in the 

database. The modified objects are therefore not physically modified, but a copy on the 

higher layer is created with the changes. Its result is that standard functionality can be 

restored and compared to customized functionality.  

4.4.2. Layers, models, packages 

Elements and code are originally created by Microsoft. When a developer customizes it, a 

copy of the original element or code will be created with the changes to overlayer the original 

code. This way the original and the modified version will both remain and can be compared 

any time but the customized version will be on the higher layer so that will be executed 

runtime.  

 

Figure 13.  Layers in MS Dynamics AX (Chandran, 2019) 

For example, when a user starts printing a report, the kernel searches for which layer to run. 

First, it looks at the USP (top) layer if it finds it, then run it, if not, it will look at the single 
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lower (USR) layer and so on. Of course, you will always find one version because the 

standard version is located on one of the lower (SYS, SYP, GLS) layers. 

In the new D365F&O version the layer structure is less important as development approach 

moved to extension based and we are not overwriting Microsoft code anymore. The 

development elements (code and objects) are grouped to packages and models which is more 

related to the code build and release process or how documents mention it CI and CD which 

stands for continuous integration and continuous deployment or delivery. This is more than 

building the code and deploying it, it also includes some automation and automated testing 

which is an interesting topic, but not part of this thesis in details. Packages can be compiled 

and built separately and moved between environments. A package is the smallest deployable 

unit. A model is a subset of elements in a package. 

4.5. Cloud 

Microsoft Dynamics AX 2012 is an on-premise version. The components of the system are 

installed and maintained locally. Microsoft Dynamics 365 for Finance and Operations has 

on-premise and cloud-based versions and we are going for the cloud version. Components 

of the system will be installed in Microsoft data centers, maintained by Microsoft and we 

will access them through the Internet. I will explain cloud technology in more details in a 

separate chapter. 

4.5.1. Lifecycle Services (LCS) cloud-based project tool 

LCS is a web-based cloud service tool where AX environments and projects can be managed. 

“Microsoft Dynamics Lifecycle Services (LCS) is a collaborative workspace that customers 

and their partners use to manage Dynamics 365 for Finance and Operations projects from 

pre-sales to implementation and finally to the production environment either on the cloud or 

on-premise. It provides checklists and tools that help to manage the project including 

methodologies that can help manage the implementation process. The goal of LCS is to 

deliver the right information, at the right time, to the right people, and to help ensure 

repeatable, predictable success with each roll-out of an implementation, update, or upgrade.” 

(Microsoft, 2019c). We need to log in to lcs.dynamics.com with our company account to 

reach these services and we need to be assigned to a D365F&O project.  
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Figure 14.  Lifecycle Services (LCS) (own editing) 

Microsoft is hosting the production and the sandbox (test) environments and they can be 

managed from here through requests to Microsoft. For example, if we wanted to release 

some new code changes, we would first need to test them in Sandbox and after that, we could 

request Microsoft to release the code to our production environment. If there was an issue, 

we could start support requests here. With on-premise environments, we can see and analyze 

the performance of the environments. Processor, memory usage, disk write frequency. There 

is a similar possibility for our cloud-based production environment here. We can see what 

updates and fixes are available for our environment and if there were any that must be applied 

in production. We can request new preinstalled virtual machines for developers or as a “build 

machine” that compiles the code changes that the developers made to our AX and creates a 

deployable package which then can be released to production. 
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5. Upgrade process 

5.1. Microsoft implementation methodology 

Microsoft Lifecycle Services (LCS) that I introduced earlier in this thesis is the tool that 

Microsoft suggests using for many purposes and one is to help with the project methodology. 

It is not only a suggestion, but sometimes the only way to get something done. Unfortunately, 

they did not have a methodology on LCS that is specific to upgrades, but only 

implementation type when we started our upgrade. 

 

Figure 15.  Microsoft implementation and upgrade project methodology in LCS (own editing) 

LCS suggests the following project phases and tasks in an implementation type project: 

1. Analyzis 

o Complete LCS project configuration 

o Invite your project team 

o Sign up for ProQ project quality monitoring 

o Deploy demo environment 

o Publish Plan and Milestone Dates 

o Capture Business processes and requirements 
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o Perform Fit/Gap analyzis 

o Complete subscription estimator 

o Download templates 

o Sign off requirements and business processes 

o Upload first iteration of setup and configuration 

2. Design and develop 

o Deploy development, build and test environments 

o Define test cases and create test scripts 

o Sign-off FDDs 

o Sign-off TDDs 

o Analyze code  

o Get updates from Microsoft  

o Create and upload your Software deployable package(s) 

o Revise milestone dates 

3. Test 

o Deploy Acceptance Testing environment(s) 

o Testing and sign-off 

o Monitor system health 

o Triage bugs 

o Support tickets  

o Get updates from Microsoft  

o Priority bugs closed 

o Analyze Code 

o Data Migration 

o UAT 

o Identify release candidate and sign off 

o Performance testing sign-off 

4. Deploy 

o Deploy production environment  

o Perform mock cutover 

o Monitor system health 

o Perform Go Live health check 

5. Operate 

o Get updates from Microsoft  
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o Support tickets  

o Microsoft site reliability work orders 

This does not really match the upgrade process that we are familiar with. This is more like 

an implementation process, but I can see on the Microsoft docs website (Microsoft, 2018b) 

that they also suggest the process that we know, it just does not match LCS. The process that 

we will follow is explained below. There is a way now to create an LCS project with upgrade 

methodology and we are going to recreate or transfer ours. 

 

Figure 16.  End-to-end upgrade process (Microsoft, 2018b) 

5.1.1. Analyze 

“The activities in the Analyze phase help you estimate the effort that is required for the 

upgrade. They also help you prepare a project plan. These activities can be done before you 

buy Finance and Operations. They will help you make an informed purchase decision by 

providing a data point about the effort and resources that you will require.” (Microsoft, 

2018b) 

• Sign up for a Lifecycle Services trial 

• Run the Code upgrade estimation tools 

• Deploy a demo environment 

• Create a project plan 

5.1.2. Execute 

“During the Execute phase, you work through the tasks that you planned during the Analyze 

phase. To move to the Execute phase, you must purchase Finance and Operations apps, and 

you must have available resources that can work on the upgrade.” (Microsoft, 2018b) 

• Perform the AX 2012 preparation tasks 

• Perform code upgrade 
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• Develop new code 

• Data upgrade (development environment) 

 

Figure 17.  Data upgrade process in development environment (Microsoft, 2018b) 

• Data upgrade (sandbox environments) 

 

Figure 18.  Data upgrade process in sandbox environment (Microsoft, 2018b) 

Functional redesign 

We would like to go to a solution which is closer to the standard product if possible as that 

would make our lives easier by not needing to update and validate our changes all the time 

Microsoft modifies something that our customizations are based on. The rich and colourful 

all-purpose Order pad that we developed needs to be redesigned as the Windows client is 

obsolete, Microsoft Dynamics 365 for Finance and Operations use web client now (web 

browser, mobile device...). Our custom retail solution might be replaced by Microsoft’s 

Retail solution. When we developed this for ourselves, there was no such functionality in 

the product. 

Data purging and archiving 

Our database is huge. Upgrading this huge database is very expensive and here I mean price 

and time also. In the cloud we will pay based on the resource usage. Bigger database uses 

more storage capacity obviously, but there are less obvious effects too. It takes more time 

and resource to find data in a table where there are millions of records compared to a table 

with hundreds of records. Also, at the time of go live we will stop our current on-premise 

version of AX, move data to cloud version and start to use that. Moving our data needs some 

transformation as well as the data structure is different in the two versions. This takes time 

and the amount of time is crucial as employees cannot work and customers cannot shop in 

this time. For the above described reasons, we want to purge and archive data and only move 

part of the data. For this reason, we are doing a few things. We are archiving our data and 
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only move subset of the historical data, for example only the open sales orders or only 

invoices that are less than five years old. We also get rid of data that is related to functionality 

that is not used anymore. For this we used two technics. One is through our knowledge that 

we built about the company while running and supporting the ERP. We know many 

functionalities that were implemented but not used anymore. The Chief Operations Officer, 

Mushtaque Ahmed’s knowledge here was very useful for example as he was the IT manager 

for long time, and he knows JJ’s processes and the ERP in and out. Other than the knowledge 

we built, we also figured out some technical ways to support this, for example I was the one 

who came with the idea and implemented that we can write queries to the database to ask 

which tables and indexes were not written to and read from recently. Or which tables are 

only written, but never read. After having a list of unused tables, we could also investigate 

what happens if we remove them from the system. Of course, careful testing is needed here 

as there are functions that are not in daily use. For example, we only close the financial year 

once a year (1st April is the start of the financial year at JJ, not first of January like in 

Hungary), but it is very important to work seamlessly.  

Code upgrade 

First round only to go error free. Big changes because we cannot overwrite Microsoft 

functionality anymore (in most cases) but we must change to an additive viewpoint where 

we add functionality instead. Another difficulty is that new platform updates come while we 

are working on upgrading the code and we need to merge them with our code too. 

Data upgrade 

Data upgrade tool does the upgrade, but our situation is more complex as our database is 

huge, the size is close to 2 terabytes. This time the new thing while data upgrade is that we 

are also moving the data from on-premise database to Azure Cloud database. We will have 

more cycles to test and improve the quality of the result and to have experience about how 

long it takes. 

5.1.3. Validate 

“When you enter the Validate phase, you will have available environments that include your 

upgraded custom code and your upgraded data. This phase describes the process of 

validating and testing that the upgraded environment works as desired. It also describes the 

process of preparing for go-live.” (Microsoft, 2018b) 

• Perform cutover testing and create a cutover plan 

• Functional test pass 
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• Pre-go-live checklist 

User Acceptance Test (UAT) is the main functional test and it must be successful before 

go live. Users will sit at their desks and do their daily tasks on the new upgraded environment 

to test if every functionality works. We will follow the “Train the trainers” approach so key 

users will be involved early, and they will learn the product while testing. After that they 

will share their knowledge to other users and help in supporting them at go live. 

5.1.4. Go Live 

Whole weekend task but downtime should be as short as possible. Currently zero downtime 

is not possible, but after this upgrade we will be able to place our code changes to the system 

without outage. Each hour of outage means huge loss for the company, so downtime should 

be minimal.  

5.1.5. Post go live activities 

First week is normally hard after a go live. We need to be prepared for lot of support. We try 

to be very thoughtful when doing user acceptance tests (UAT), but we always expect new 

support requests from users of the new system. 
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6. Standardization 

6.1. Cost of ownership on customizations 

JJ Food Service is using Dynamics AX since 2004. The standard product had much more 

limited functionality compared to the current standard Dynamics 365 for Finance and 

Operations. JJ Food had to develop many functionalities that did not exist that time, but now 

part of the standard product. Developing these extra functions had a cost obviously. What is 

not so obvious is that it continuously has a cost still. If there are performance or functional 

issues to own customization, we always need to resolve it ourselves. When new versions of 

Dynamics AX are released by Microsoft, we have to make sure our customizations work on 

the new version. Many times, we had to rewrite the functions as they did not work in the 

new version. We are now facing our 5th upgrade project so we are taking care of upgrading 

our code and data to fit the new version, but this time we are investigating which 

customizations can be removed and replaced by standard. 

6.2. What’s new in the new version 

To be able to identify functions that we can standardize, we had to get familiar with our own 

customizations and new functionality that Microsoft introduced. Microsoft publishes 

documents containing new and deprecated functionalities when a new version update is 

released on the following address: https://docs.microsoft.com/en-us/dynamics365/fin-ops-

core/fin-ops/get-started/whats-new-changed (Ericsson-Fehr, 2019). This is a collection page 

with links to other what’s new pages with more details. D365F&O is out for 3 years now 

and there were frequent updates. I went through all the 42 what’s new documents on the 

above website. This is a list that I collected, and this supported us to pick which 

customizations can be replaced with standard functionality. 

• New web browser-based client. No need to install any client executable files.  

• Visual Studio is the only developer environment instead of MorphX. X++ language 

became a real .Net language.  

• BI reports embedded to AX client (browser) 

• Task recorder available without special rights to users to record business processes for 

different reasons for example business process modelling, information sharing and 

learning. The recorder business processes can be added to the help system. Based on 

these, task guides can then be used to interactively help users to go through the steps of 

https://docs.microsoft.com/en-us/dynamics365/fin-ops-core/fin-ops/get-started/whats-new-changed
https://docs.microsoft.com/en-us/dynamics365/fin-ops-core/fin-ops/get-started/whats-new-changed
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a business process. There are task guides created by Microsoft that you can modify if 

you wish. 

• Form templates are forced so that users can expect a more consistent user interface in 

AX and can get familiar with the system faster. This is not only true in AX, but all 

Dynamics 365 and Office 365 products. Navigation pane is the same in all these 

products. 

• There was a big improvement of master planning (MRP) functionality. This is the 

functionality that offers purchase and production orders based on minimum stock levels, 

sales, purchase, production orders. MRP was a performance bottleneck ever. It was part 

of the product, but it had to be scheduled to run when there are less users in the system, 

because it could slow down or even block the system for other users. It is now running 

in cloud as a separate service that does not affect performance so it can be executed 

anytime. Other big improvement is that it is using Microsoft Azure Machine Learning 

cloud service that makes demand forecasting more accurate using historical data. 

• Vendor portal is a new standard function. You can create users for vendors to log on to 

a portal and handle the orders they are delivering to us. For example, we create the order, 

they confirm it, set a delivery date and later they can change the status to under delivery. 

“Your purchasing department benefits from reduced paper work and manually tracking 

responses on purchase orders, as they flow directly into the system. Having one source 

of truth reduces misunderstandings between customer and vendor.” (Ericsson, 2017.) 

• Business events lets you extend the product and give triggers to external applications, 

for example using Microsoft Flow and Power Apps you can send an e-mail and show a 

pop up on the manager’s mobile phone if a purchase order is above a price limit and he 

needs to approve it urgently.  

• There is a new and enhanced AX Retail version that includes many useful functionalities, 

for example a data transfer tool and an on-premise installation helps stores with 

unreliable network and Internet connection to stay active when connection is lost. This 

is also useful when there is a scheduled downtime in the headquarter for some reasons, 

but the store could work while the HQ is offline.  

• Cloud POS (Point of Sale) provides a web app POS that has functionality that is 

compatible with MPOS (Mobile Point of Sale), and that can be used across platforms 

and browsers at no deployment cost. 
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• One can set up prices and discounts based on the sales channel. For example, if you 

would like your customers to prefer using the web to create their orders instead of the 

call center, you can give discount for orders placed online. 

• Standard e-commerce site and mobile app to support these sales channels. 

• Monitoring and alerting system in standard without the need to install and set up any 

software. One can also get information about long running queries, database locks and 

so on that could help to investigate possible performance bottlenecks. 

• Cloud operations can be used to replicate your production environment. This can be 

useful to keep the test system up to date and to be able to try out scenarios in a test system 

before doing it in a production database. You can request Microsoft to do this replication 

and you can schedule it to happen regularly. 

• Ideas portal lets users and customers give new improvement ideas to Microsoft or vote 

for existing ones. This way the product development is much more user based with the 

help of easy feedback loop. 

• Easier updates of the ERP are possible because of new extension-based developer 

approach that does not break or hide new standard code in case Microsoft release new 

functionality or fixes. 

• Production and Sandbox/testing environments are managed by Microsoft and releases 

your IT staff from having to monitor the systems. They still have the possibility though. 

• Power users can add new fields to tables and forms and share it in the system without 

the need for expensive developments and code releases. They can also modify reports 

and share them across the system without developer and code release. 

• Batch processing improvements. Batch processing is the way to schedule a one time or 

regular execution of processes in AX automatically. This scheduling has been much 

improved by setting up active and inactive periods when tasks can be executed. It is also 

possible now to copy batch tasks and create a slightly modified version in the copy. 

• Possibility to export up to 1 million rows to Excel, to do it in an asynchronous way and 

get alerted when execution is ready so the file can be downloaded/saved. 

• SQL index defragmentation batch job to maintain database table indexes in order to keep 

the system perform well. 

• Manage access to network printers across legal entities from one convenient dashboard. 

• Synchronize data to Azure Data Lake to use for different Azure services, BI reporting 

and integration. 
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• Automatically send e-mails to internal and external contacts when a data that the user 

can see has changed. This functionality was requested by users on the ideas site. 

• Year-end closing for multiple legal entities from one page. 

• Personalized product recommendations for customers based on their category and 

purchase history and much more using cognitive analyzis and machine learning. 

• Consignment inventory: “As a vendor, you can store raw materials at the customer's 

warehouse. As a customer, you can postpone the actual purchase until the raw materials 

are required for production.“ (Ericsson, 2019) 

• Handle pallets with mixed items. 

• Acceptance test library can be automated so after Microsoft delivers new functionality 

and fixes, we can automatically test if our functions still behave as expected. We can 

imitate entering data and validate the result in a test environment. 

6.3. Standardization candidates 

With the knowledge about what has changed we went through our customizations to identify 

the possible candidates for standardization. We identified the following functions to start the 

standardization with: 

• Vendor collaboration (previously known as the Vendor portal): The vendor self-service 

portal in Dynamics 365 has been branded as vendor collaboration. The functionality we 

are going to probably move into the standard vendor collaboration portal is purchase 

order acknowledgement, any request to amend any details on the purchase orders. Then, 

when the purchase order is ready for delivery to book the day when it will arrive into the 

corresponding branch or warehouse. When the booking takes place, we will then try to 

get some details like how many pallets, and whether it is frozen products or ambient 

products, the vehicle registration number, the third-party distribution companies’ number 

because sometimes manufacturers do not send the products with their own transport, they 

use third party logistics companies. The beauty of the portal would be that if same 

logistics company are delivering on behalf of three different manufacturers, then they 

can pull them and consolidate three different purchase orders into one vehicle, saving 

some mileage for individual deliveries. The new functionality on the vendor 

collaboration portal also allows the vendors to see some of their pending transactions or 

their invoices and delivery notes, purchase orders and so on. So, it will not only 
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standardize the functionality what we currently have it is also enhancement and will give 

us new functionalities. 

 

Figure 19.  Vendor collaboration portal (Fedorova, 2018) 

• Personalized product recommendations: Currently, we use it for upsell and cross sell 

functionality.  We're not going for retail at this stage. Maybe phase two or phase three, 

but not now. The functions we need this year are when customers are shopping online or 

using the mobile apps. We try to recommend some of the products by which we can then 

increase the shopping basket value. The way we create this recommendation is doing 

some algorithm-based calculation, which identifies what type of products this customer 

is regularly buying. And then, what other customers buy in the same sector of the market. 

So, if it is like a Chinese restaurant what other Chinese restaurant owners are buying. 

And then we are combining the data from the sector and from the customers own buying 

pattern history. It then comes up with some intelligent recommendation, either specific 

to a product or specific to the basket. We can do that at the browsing point when 

customers are looking at an individual product, or we can do it at the checkout point 

where the customers have finished almost their shopping. At that point, we know what 

the items are already in the basket. Then at the checkout point, we can run this algorithm 



 38  

and come up with some recommendations, which help to increase the basket size. Our 

statistics show that the benefit of that is at least we can increase the basket size by half a 

percent. That's huge. If you think about it like we are a 200-million-Pound company. Not 

everything comes via the app and the web. But even if 50% of the 200 million comes 

like hundred million. By doing this functionality upsell and cross selling can be 

increased. Good revenue, so that's why this feature is important for us to have on board. 

• Batch active periods: Batch framework of AX is a standard functionality for long time. 

It is used for scheduling tasks that will execute in a specific time. The tasks can also be 

repeatedly executed by the framework like for example every 5 minutes or every day 

once at 8 am or so on.  

 

Figure 20.  Dynamics AX 2012 batch dialog (own editing) 

This framework is very useful, but we faced many times the issue that we have something 

important to run but it is slow because the batch framework is slowing the system down 

by executing too many less urgent things. We had to customize the framework to fit our 

needs. The main customization is being able to set active periods for group of batch tasks. 

Every day at the company there are more and less active periods. For example, over the 

night there are much fewer transactions then in the middle of the day. So, we identified 

these peak periods and we don't want anything with low importance to be scheduled to 

execute in these periods. So, we can set which periods are active for each batch task 

groups and which are not. What are the times when these tasks can be executed, and 

when should it wait? This is a customization, which touches core functionality that's used 
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in many places in the system and frequently improved and modified by Microsoft in the 

standard product. Many times, we had to merge our codes to Microsoft modifications 

and at every upgrade we had to upgrade our code, but now we can start using the new 

standard functionality instead and let Microsoft maintain this code instead of us. 

• Batch job to handle SQL index defragmentation: The database engine behind the ERP is 

indexing the tables to be able to find data quickly. Indexes work similarly to indexes in 

the back of a book. When inserting and updating data in the tables, this index can get 

fragmented. When the index gets fragmented it gets harder to find the data quickly and 

the performance can be highly affected. We faced it many times at JJ, and we came up 

with an automatic solution that monitors important tables and executes index 

defragmentation automatically when needed. This is our custom solution. But now, there 

is a standard solution, made by Microsoft. 

• Custom Order pad and task history to move to the e-commerce portal. This functionality 

belongs to our own customization, namely the call center module. The order pad 

customization that we made in AX has too much functionality stuffed into one form. It 

was very useful, but now as the ERP client is a web browser, it cannot work how it was 

before.  

 

Figure 21.  Too many functions on order pad form in AX 2012 (own editing) 
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There were performance and functionality issues with it also. We must redesign it. We 

do this under the standardization subproject, but this is a different standardization to the 

others. The reason we are doing that is basically to eliminate risk because now we are 

not using Microsoft's ecommerce portal. We use our bespoke e-commerce portal, so it 

comes under a different standardization. We are removing the bad form and adding it to 

our bespoke e-commerce portal.  We are killing two birds with one stone. One is we don't 

have to carry forward the bespoke code in the AX environment. And secondly, we are 

also reducing the risk, should for any reason the cloud-based ERP go down our e-

commerce portal will still carry on working, that means customers would not have any 

service disruption. It is slightly different, that we are not standardizing on the ERP, but 

we're standardizing on the e commerce and taking the bespoke code out of the ERP. 

 

Figure 22.  E-commerce site of JJ Food Service Limited (own editing) 
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7. Cloud computing 

7.1. Fundamentals 

As cloud computing, we mean three types of computing services delivered remotely to 

clients via the internet. “Cloud computing is a model for enabling ubiquitous, convenient, 

on-demand network access to a shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) that can be rapidly provisioned and 

released with minimal management effort or service provider interaction. This cloud model 

is composed of five essential characteristics, three service models, and four deployment 

models.” (Mell-Grance, 2011, page 2)  

7.1.1. Essential characteristics: 

1. On-demand self-service 

“A consumer can unilaterally provision computing capabilities, such as server time and 

network storage, as needed automatically without requiring human interaction with each 

service provider.” (Mell-Grance, 2011, page 2) 

2. Broad network access 

” Capabilities are available over the network and accessed through standard mechanisms 

that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, 

tablets, laptops, and workstations).” (Mell-Grance, 2011, page 2) 

3. Resource pooling 

Sharing the cloud provider's resources (CPU, memory, storage...) with consumers in a 

way that the same resource is used by dynamically, gets assigned to different consumers. 

The exact location or identification of resources is not important and impossible for the 

consumer, but the geographical location of the resources (data centers) is usually known, 

as this is important information for example because of network latency. 

4. Rapid elasticity 

Resources appear unlimited in a way that they are getting allocated and released based 

on the demand. This is called scale in and scale out. 

5. Measured service 

“Cloud systems automatically control and optimize resource use by leveraging a 

metering capability1 at some level of abstraction appropriate to the type of service (e.g., 

storage, processing, bandwidth, and active user accounts). Resource usage can be 
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monitored, controlled, and reported, providing transparency for both the provider and 

consumer of the utilized service.” (Mell-Grance, 2011, page 2) 

7.1.2. Service models 

The three main models are software as a service, platforms as a service and infrastructure as 

a service. The clients are usually paying a monthly or annual fee for this in return. There are 

other models also, like content as a service, data as a service, desktop as a service, function 

as a service, mobile backend as a service, network as a service, security as a service and 

storage as a service as examples, but I am going to describe the three main models. 

SaaS (Software as a Service) provides access to software applications on a remote basis via 

the internet, most of the time via a web browser. Software as a service is also referred to as 

“software on demand”. Service providers host applications and their associated data and 

clients can access them from anywhere. Licensing fees, installation costs, maintenance fees 

and support fees are normally associated with the traditional model of software delivery, but 

in case of SaaS the subscription fee is replacing them. Microsoft Dynamics 365 for Finance 

and operations is a SaaS. Other examples of SaaS include: Office 365, Gmail, Google 

insights. 

 

Figure 23.  SaaS consumer/provider interaction dynamics (Badger et al.,2012, page 5-2) 

Platform as a Service (PaaS) provides a complete cloud development and deployment 

environment, with all the resources needed to build applications. Clients can purchase the 

resources they need at a usage-based tariff from their cloud provider and access it over a 

secure Internet connection.  

IaaS is the “basic level” of cloud service models. From the provider's point of view, this 

means that one transfers virtual machines to others in exchange for a fee. Sometimes this 

method is used in-house for better resource utilization and cost-effectiveness. At the end-
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user level, IaaS is useful when they do not want to maintain any hardware/server but want 

to maintain control over their software environment. They basically rent virtual machines. 

7.1.3. Deployment models 

“Private cloud. The cloud infrastructure is provisioned for exclusive use by a single 

organization comprising multiple consumers (e.g., business units). It may be owned, 

managed, and operated by the organization, a third party, or some combination of them, and 

it may exist on or off premises.” (Mell-Grance, 2011, page 3) This thesis is about private 

cloud for JJ Food Service Limited. We use a combination of on premise cloud managed by 

ourselves and off premise cloud managed by Microsoft. 

“Community cloud. The cloud infrastructure is provisioned for exclusive use by a specific 

community of consumers from organizations that have shared concerns (e.g., mission, 

security requirements, policy, and compliance considerations). It may be owned, managed, 

and operated by one or more of the organizations in the community, a third party, or some 

combination of them, and it may exist on or off premises. 

Public cloud. The cloud infrastructure is provisioned for open use by the general public. It 

may be owned, managed, and operated by a business, academic, or government organization, 

or some combination of them. It exists on the premises of the cloud provider. 

Hybrid cloud. The cloud infrastructure is a composition of two or more distinct cloud 

infrastructures (private, community, or public) that remain unique entities, but are bound 

together by standardized or proprietary technology that enables data and application 

portability (e.g., cloud bursting for load balancing between clouds).” (Mell-Grance, 2011, 

page 3) 

7.2. Microsoft cloud technology 

The three big players in providing cloud services are Amazon, Google and Microsoft. Aruba 

is doing a heavy campaign nowadays too. In the ERP field, all big players provide cloud 

supported ERP solutions, here I would mention Oracle, SAP and Microsoft as the biggest 

players. Microsoft’s cloud services have the name Azure and AX is also Azure based. 



 44  

 

Figure 24.  Microsoft Azure portal (own editing) 
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8. Moving to cloud 

Here in this chapter, I show the result of my research in the topic of cloud migration. I am 

going to show what others mention as advantages and disadvantages and I will do a risk 

analyzis for JJ. I will show the likeliness and the estimated effect of the possible issues that 

I found on a project risk matrix. 

8.1. Advantages and disadvantages of cloud computing 

8.1.1. Cloud advantages 

There are many sources and publications about advantages of cloud computing paradigm. 

The following five are explained by my own words, but based on Rupra, S.S., Karie, N. and 

Rabah, K. (2018), A Framework for Assessing Security in a SaaS Cloud Paradigm for SMEs. 

Mara int. j. sci. res. publ. Vol. 2, No. 1: 

1. Mobility: Once the service we use is no longer within the company network but in 

the cloud, it becomes accessible from anywhere via an internet connection. This has 

major benefits, for example, in today's world of labour shortages, it can be easier to 

maintain a workforce if we can be flexible about where we work. 

2. Flexibility: We only pay for the capacity and resources that we use. If you suddenly 

need more storage space, you can increase it simply and quickly, not like when you 

had to physically expand your servers. What's more, every company has more 

demanding hours of the day and days of the year. For example, there are fewer 

operations at night than during the day, and there is a year-end closing operation once 

a year. Temporarily, more resources may be allocated to the cloud during these peak 

periods. 

3. Reliability: The reliability of the data storage is since the data is not stored on our 

own devices, but is stored by the service provider, so we are protected against theft 

or, for example, a natural disaster by the service provider. 

4. Cost reduction: Cost reduction come from the fact that you do not have to buy and 

operate infrastructure. Much depends on the service provider's pricing here, but in 

most cases, our costs need to go down in a well-planned case. 

5. Cost-effective: Allows our IT staff to focus on other areas instead of upgrades, 

backups and other operational tasks. 

(Rupra et al, 2018.) 
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8.2. Risks of moving to the cloud 

There are a few institutes that collected and published their view on the top risks of cloud 

computing. Some of them worked with experienced contributors and listed their results, 

some of them made literature review and made conclusions. The European Network and 

Information Security Agency (ENISA) identified eight key security risks in their publication 

‘Cloud Computing: Benefits, Risks and Recommendations for Information Security’. The 

Cloud Security Alliance (CSA) also published ‘Top Threats to Cloud Computing’ where 

they highlighted seven major threats of cloud computing. The Open Web Application 

Security Project (OWASP) published the Top 10 cloud security risks based on their literature 

review. The National Institute for Standardization and Technology (NIST) published "Cloud 

Computing Overview and Recommendations" which provides in-depth risk analyzis. 

Information Systems Audit and Control Association (ISACA) made a good comparison of 

these rankings that can be seen on the following figure. 
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Figure 25.  Risk ranking comparison (own editing, source: Vohradsky, 2012) 

8.3. Risks related to cloud migration of the ERP of JJ Food Service 

Limited 

We already have experience with Microsoft Azure cloud services. We have already added a 

few Microsoft Azure cloud service functionality like for example predictive analyzis by 

heavy C# and AX X++ development, but until now we used mostly an on-premises system. 

The components of the ERP (Database, Application Object Server, Clients, Reporting 

Server) are installed on local virtual machines. We have an infrastructure team whose task 

is to make sure our environment is working as expected. We use system monitoring tools 

(SCOM for example) that alerts us in case of any suspicious events for example system 

slowness, high CPU or memory usage, low disk space etc. After the upgrade, a big part of 

this infrastructure will be in the cloud and managed by Microsoft. Nowadays fluctuation is 
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high, especially among IT people as there are shortages and a big demand for IT 

professionals. Two IT professionals recently left the team, but as our ERP is moving to the 

cloud and will be managed by Microsoft, we decided not to recruit anyone for their position. 

With this, we saved the cost of recruitment and the ongoing cost of a salary. 

After reviewing the literature, I have initiated discussions with management and 

infrastructure specialists at JJ and based on the inputs, and my experience I came up with 

the following details about the risks related to cloud migration of the ERP of JJ Food Service 

Limited. We have a 24/7 business and within our current on-prem infrastructure, we have 

enough redundancy built-in. It is duplicated into different data centers, and all the servers 

and services are running from redundant infrastructure. When we transfer all of these to the 

cloud environment, the very first thing we lose is total control over the infrastructure because 

we are not maintaining it ourselves. Because this is 24/7 business with e-commerce running 

on the website. If anything goes wrong, our biggest risk is the potential downtime the 

customers are going to face. It is highly likely that we are not going to know anything about 

what has gone wrong in the infrastructure side. Not knowing what's going on is also a 

potential risk because standard Service Level Agreement (SLA) says within four business 

hours Microsoft has to get us running. They will get us up and running but having a 

downtime of four hours and not knowing what's going on in the worst possible case scenario 

is a potential risk for our business. Then the transport and logistics also gets affected 

depending on at what point the system goes down because, if all the orders have been 

captured but then the system goes down after that, then our transport and logistics and the 

warehouse teams will suffer because they don't have any visibility to the system where they 

will know what to pick, pack and ship.  

 

Figure 26.  Pick, pack and ship in sales order processing (own editing) 

Because we have no visibility to the system, we may not necessarily know how quickly we 

can be up and running, and as a result, potential nightshift operation can also suffer apart 
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from just the customers not being able to place orders. The internal pick, pack and ship 

operation can significantly suffer as a result.  

Literature is talking about lock in, which means that it is not easy to switch provider, which 

is for us I think already an issue even without cloud, because we cannot just throw out 

Dynamics AX and start using Oracle. But I wouldn't consider that as a risk because it is an 

educated business decision. We are not planning to switch anywhere and hence we have 

signed up for Microsoft Dynamics product on prem or even in the cloud. Our long-term 

business strategic decision is that we are not going to switch in the foreseeable future. The 

need to switch is not a risk for us, but a disadvantage in the sense that Microsoft can dominate 

any price they want. So, it is a disadvantage, but I don't consider that to be a risk. Risk is 

potentially where you have business disruption. But disadvantage is like when you're locked 

in, and they may dominate the pricing and you are tied up and you will have to pay the price. 

Most of the risks in literature are related to security. One thing is for example that you don't 

really know what is happening to your data at the provider. Mishandling the data by mistake 

or on purpose is a risk factor, but that's why we choose a supplier who is certified and GDPR 

compliant. Those data are encrypted anyway, and there are strict rules whether they allow 

Microsoft employees from the back end to enter the encrypted data. We trust Microsoft. We 

haven't gone for a cloud supplier who's a very small player in the field. We have gone for a 

reputable and market leading supplier who is also GDPR certified so the potential remains 

if the internal employees of Microsoft can do something, but we can see very low probability. 

The security risks are not only from the provider side but also from the service user side, for 

example, what if someone gets the password and user name of an employee and starts to 

access our data. We internally must control that. To protect us from that we started to use 

Multi Factor Authentication (MFA). “It works by requiring two or more of the following 

authentication methods: 

• Something you know (typically a password) 

• Something you have (a trusted device that is not easily duplicated, like a phone) 

• Something you are (biometrics)” (Microsoft, 2018a) 

 

Figure 27.  Multi Factor Authentication (Microsoft, 2018a) 
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Password and user id are not enough for accessing our environment, but extra levels are there 

like well-known from online banking for most of us. Users need to enter a secret code which 

they get in an SMS to their mobile phone or a token that is changing every 10 seconds can 

also be used from an authenticator app.  

There are many API's that we don't know every detail how they work. What if a hacker 

figures out a security hole where he can get and modify or just read data from AX without 

us knowing about it and without him being identified? That risk remains even with the on 

prem environment if you're exposing it to e-commerce sites like we did. That threat is always 

there and we look at this as an advantage of cloud because infrastructure wise a big company 

like Google, Microsoft or Amazon, the big cloud providers will have enough firewall and all 

the other protection tools and monitoring tools in place better than what we as a small 

company can do within our own data center and our own infrastructure. So, I would consider 

this to be quality risk, but it is also an advantage to move to the cloud because those big 

suppliers will have enough manpower and enough tools in place to guard our infrastructure 

as opposed to if we do it ourselves. Performance of our system might be affected by another 

tenant is a valid risk for us. There could be an additional latency because of the cloud. In our 

local environment, we could be quicker than in the cloud. If it was an on-prem environment, 

we could still take orders from the customers over the phone and process the orders and get 

the pick pack and shipping documents out. Whereas now once you move to the cloud, if 

there is a problem with the Internet service provider like British Telecom or Virgin Media, 

then, you do not have access to your own ERP, even the cloud service is working fine from 

Microsoft, but because now there is another party involved in the middle, for the connectivity 

purposes to the Internet.  

Based on the collected information, I created a risk assessment for JJ Food Service that you 

can see on the following figure. These are my own estimations based on what I learned from 

the literature, my knowledge of the company and the input from the management and the 

infrastructure specialists of JJ. 
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Figure 28.  JJ Risk assessment (own editing) 

To visualize the result, I also created a likelihood-impact analyzis matrix where I placed the 

IDs of the risks. The colours show the risk factor of each risk. Green is low, yellow is middle 

and red is showing high factor which means we must be well prepared to tackle a particular 

risk because the combination of likeliness and impact shows that. 

 

Figure 29.  JJ Likelihood-Impact analyzis (own editing) 

The highest risks for JJ’s business are related to business continuity, unknown risk profile 

and shared technology risk. More precisely from JJ’s operations point of view  

1. Transparency: we don't know what is happening when there is an issue, and we don't 

know when AX will be available again. To tackle the transparency risk, we volunteer 

to take part in Microsoft’s early technology adoption programme, which gives us 
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access to beyond the standard support and service provided to normal customers, and 

give us access to the behind the scenes, technical team and senior management.   

2. Downtime from the cloud service provider. We prepare for this by separating some 

key dependencies from the ERP. If there is an issue in the cloud, some of the most 

important customer centric services like e-commerce order can work. So that should 

the ERP be down the e-commerce portal will still be able to capture orders and when 

the system is back up and running it will synchronize back, so we don't lose orders. 

In the chapter where I write about standardization, I mention that there is a standard 

function now available that can support tackling this and the internet connection 

issue. 

3. Dependency on the connectivity for the internet service provider. To be prepared for 

this, we have access to multiple internet connections from multiple suppliers rather 

than just a single supplier. We are using services from two service providers one is 

British Telecom and other from Virgin Media. 

4. We are worried about added latency also. We will need to start conversations with 

Microsoft about this. Now we know about two possible ways to tackle this. One is 

that Microsoft can provide a dedicated connection to their data centers with the so-

called ExpressRoute. This is an up to 100Gb/s bandwidth direct connection with 

lower latency, more reliability, but higher price. Other option is that we know which 

data center we will belong to, and we can contact the internet provider of Microsoft 

at that location and get a deal about a good speed, SLA and price. 
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9. Recommendations 

The recommendations of my thesis for JJ Food Service Limited fall into three categories. 

Project plan 

Suggestion is to extend the Microsoft standard project plan with data purging and archiving 

and standardization tasks. Data purging and archiving can save time and money during the 

upgrade and after going live as a big portion of the cloud bill comes from storage and every 

calculation and process needs less resources on smaller database. We can keep an archive 

system from where historical data can remain for ever in our on-premise infrastructure.  

Standardization 

I suggest standardizing the following functionalities first: 

• Vendor collaboration 

• Personalized product recommendation 

• Batch active periods 

• Batch job to handle SQL index defragmentation 

• Custom Order pad and task history to move to the e-commerce portal 

In a second phase go for  

• The new and advanced warehouse management module that is available from version 

Dynamics AX 2012 R3 

• Retail module with standard e-commerce portal instead of our bespoke portal 

Risk management 

Considering cloud migration, I recommend concentrating most of the efforts on the 

following risks: 

• Business continuity and resilience 

• Unknown risk profile 

• Share technology (multitenancy/isolation) risk 

To tackle these, keep being involved in Microsoft early adopter programs. In shorter term 

move business critical order pad and task history functionality to our bespoke e-commerce 

portal, in longer term, replace even this portal with the standard Microsoft e-commerce portal 

that is part of the retail module and we decided that it is too big to implement in this phase. 

Be prepared for Internet provider related issues by contracting with two providers. Get 

Microsoft ExpressRoute if possible or get a good deal SLA with the internet provider at 

Microsoft data center to decrease the chance for added latency. 
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10. Summary 

I gave an overview of the ERP systems and a particular one that's called Microsoft Dynamics 

365 for Finance and Operations, the one that I work with. I introduced JJ Food Service 

Limited, a market leader food distribution company in UK, who achieved their leading 

position by the support of innovative, IT solutions. We are upgrading from Microsoft 

Dynamics AX 2012 R3, to Microsoft Dynamics 365 for Finance and Operations. I gave an 

overview of the upgrade process we will go through with high level phases: 

1. Analyze phase 

2. Execute phase 

3. Validate phase 

4. Go live  

5. Post go live or operate phase 

I introduced cloud computing, the advantages and the risks of moving to the cloud in general. 

Based on my experience, the literature review that I made and discussions that I initiated 

with the management and the technical specialists, I gave a risk assessment specific to JJ 

Food Service Limited. This will support us while upgrading. We know now what risks to 

consider and how to tackle them.  

I described what is standardization, why we are doing it as part of the upgrade. I went through 

the new features of Dynamics 365 for Finance and Operations and after discussions with 

management and technical team, I made suggestions for what functions to standardize. There 

are limited number of professionals on the market who are able to do this because it requires 

techno-functional orientation. To be able to support the top management in decision making, 

it was necessary to have deep technical and functional knowledge about the product and 

about JJ Food Service Limited. I highlighted three functional and two technical 

functionalities that can be standardized in this round. 

Functional Technical 

Vendor collaboration Batch active periods 

Custom order pad and task history to move 

to the e-commerce portal 

Batch job to handle SQL index 

defragmentation 

Personalized product recommendation  

Figure 30.  Standardization candidates grouped by required knowledge (own editing) 

My role in this project is to support the top management with information. I made research 

which was done by combination of literature review, in house interviews and assessments 
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based on my 16 years’ experience in this area and 4 years with JJ Food Service Limited. 

Now we are clearer on what are the risks and how can we tackle them. We have been able 

to find the functions that we can investigate as standardization candidates.  

There are future improvement possibilities. Due to the lack of time, and the urgency to go 

live, we cannot take all new modules on board as standardized version, but we are going to 

do phase two and three of the project and that's where the further improvement possibilities 

should be included. We know there are so many other things. Eventually we should move to 

the retail module and the transport and logistics module.  
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12. Összegzés 

Áttekintést adtam a vállalatirányítási rendszerekről általában és egy konkrét ilyen 

rendszerről, aminek a neve Microsoft Dynamics 365 for Finance and Operations. 

Bemutattam a JJ Food Service Limited nevű céget, az Egyesült Királyság piacvezető 

élelmiszer-forgalmazó vállalatát, amely vezető pozícióját innovatív, informatikai 

megoldások támogatásával érte el. Microsoft Dynamics AX 2012 R3 rendszert frissítjük 

újabb verzióra, Microsoft Dynamics 365 for Finance and Operations-re. Áttekintést adtam a 

vállalatirányítási rendszer verzió frissítés folyamatról, ami a következő fázisokból fog állni: 

1. Elemzés 

2. Végrehajtás 

3. Validálás 

4. Éles indulás vagy üzembe helyezés 

5. Üzemeltetési szakasz 

Bemutattam a felhő alapú számítástechnika alapjait, a felhőbe való átállás előnyeit és 

kockázatait általában. Tapasztalataim, a szakirodalom átekintése, valamint a vezetőséggel és 

a műszaki szakemberekkel kezdeményezett megbeszélések alapján a JJ Food Service 

Limited-re specifikus kockázatértékelést adtam. Ez támogatni fog minket a verzió frissítés 

során. Már tudjuk, hogy milyen kockázatokat kell figyelembe venni, és hogyan fogjuk ezeket 

kezelni. 

Leírtam, mit értünk a funkciók sztenderdizálása alatt, miért csináljuk ezt a verzió frissítés 

részeként. Megvizsgáltam a Dynamics 365 for Finance and Operations új funkcióit, majd a 

vezetőséggel és a műszaki csapattal folytatott megbeszélések után javaslatot tettem, hogy 

melyik fejlesztett funkciókat válthatnánk ki sztenderd Microsoftos funkciókkal. A 

felsővezetés döntéshozását támogattam ezzel. Korlátozott számú szakember van a piacon, 

akik képesek erre, mert ehhez mély technikai és funkcionális ismeretre is szükség van és a 

cég folyamatait is ismerni kell. Három funkcionális és két technikai funkciót emeltem ki, 

amelyek ebben a körben sztenderdizálhatók. 

Funkcionális 

• Beszállítói webportál 

• A vevőszolgálat feladat kiosztó és rendelő felülete 

• Személyre szabott termék ajánlások 

Technikai 

• Kötegelt végrehalytás aktív periódusai 
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• SQL index töredezettségmentesítő automatizmus 

A projektben az a szerepem, hogy információkkal támogassam a felsővezetést. Kutatást 

végeztem és javaslatokat tettem amiket a következőkre alapoztam: 

• áttekintettem a szakirodalmat 

• belső megbeszéléseket kezdeményeztem 

• a vállalatirányítási rendszerek területén szerzett 16 éves tapasztalatomra építettem  

• 4 éves tapasztalatom alapján a JJ Food Service Limited-nél 

Munkám alapján világosan látjuk, hogy melyek a számunkra kiemelt kockázatok, és hogyan 

tudjuk kezelni azokat. 

Sürgős az éles indulás az új verzióval, ezért nem tudjuk minden új modul használatát 

bevezetni, ezért tervezün második és harmadik fázist a további hasznos funkciók 

használatának bevezetésére. Tudjuk, hogy nagyon sok más dolog van, két modult 

mindenképp be tervezünk vezetni később, amiket most nem tudunk a méretük és idő igényük 

miatt. A kiskereskedelmi modulra, valamint a szállítási és logisztikai modulra biztos, hogy 

át fogunk állni a jövőben. 

 


